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1
Decision/action requested

This document proposes to add text to clause 4.2.3 in TS 33.537.
2
References

[1]
3GPP TS 33.537 Security Assurance Specification (SCAS) for the Authentication and Key Management for Applications (AKMA) Anchor Function (AAnF) v0.1.0
3
Rationale

This document proposes to add text to clause 4.2.3 in TS 33.537 [1].
4
Detailed proposal
*** START CHANGES ***

4.2
AAnF-specific adaptations of security functional requirements and related test cases
4.2.1
Introduction

The present clause contains AAnF-specific security functional adaptations of requirements and related test cases.
4.2.2
Security functional requirements on the AAnF deriving from 3GPP specifications and related test cases
4.2.3
Technical Baseline 
4.2.3.1
Introduction

The present clause provides baseline technical requirements.

4.2.3.2
Protecting data and information

4.2.3.2.1
Protecting data and information – general
There are no AAnF-specific additions to clause 4.2.3.2.1 of TS 33.117 [2].
4.2.3.2.2
Protecting data and information – unauthorized viewing
There are no AAnF -specific additions to clause 4.2.3.2.2 of TS 33.117 [2].
4.2.3.2.3
Protecting data and information in storage
There are no AAnF -specific additions to clause 4.2.3.2.3 of TS 33.117 [2].
4.2.3.2.4
Protecting data and information in transfer
4.2.3.2.4.1
Confidentiality, integrity and replay protections over SBA interface

Requirement Name: Confidentiality, integrity and replay protections over SBA interface
Requirement Reference: TS 33.535 [4], clause 4.4.0

Requirement Description: "The SBA interface between the AAnF and the AUSF shall be confidentiality, integrity and replay protected." as specified in TS 33.535 [4], clause 4.4.0
Threat References: TR 33.926 [3], clause X.2.2.1, Control plane data protection with AUSF
Test Case: 

Test Name: TC_PROTECT_SBA_AAnF_AUSF
Purpose:

Verify that the transported data between AAnF and AUSF are confidentiality, integrity and replay protected over SBA interface.

Pre-Conditions:

· AAnF and AUSF network products are connected in simulated/real network environment.
· Network product documentation containing information about supported TLS protocol and certificates is provided by the vendor.
· Tester shall have access to the SBA interface between AAnF and AUSF.
Execution Steps:

The requirement mentioned in this clause is tested in accordance with the procedure mentioned in clause 4.2.2.2.2 of TS 33.117 [2].
Expected Results:

The user data transported between AAnF and AUSF is confidentiality, integrity and replay protected.

Expected format of evidence:

Evidence suitable for the interface, e.g., evidence can be presented in the form of screenshot/screen-capture or pcap traces.
4.2.3.2.4.2
Confidentiality, integrity and replay protections over SBA interface

Requirement Name: Confidentiality, integrity and replay protections over SBA interface

Requirement Reference: TS 33.535 [4], clause 4.4.0

Requirement Description: "The SBA interface between AAnF and AF/NEF shall be confidentiality, integrity and replay protected." as specified in TS 33.535 [4], clause 4.4.0

Threat References: TR 33.926 [3], clause X.2.2.2, Control plane data protection with AF/NEF

Test Case: 

Test Name: TC_PROTECT_AAnF_AF_NEF

Purpose:

Verify that the transported data between AAnF and AF/NEF are confidentiality, integrity and replay protected over SBA interface.

Pre-Conditions:

-
AAnF and AF/NEF network products are connected in simulated/real network environment.

-
Network product documentation containing information about supported TLS protocol and certificates is provided by the vendor.
-
Tester shall have access to the SBA interface between AAnF and AF/NEF.

Execution Steps:

The requirement mentioned in this clause is tested in accordance with the procedure mentioned in clause 4.2.2.2.2 of TS 33.117 [2].

Expected Results:

The user data transported between AAnF and AF/NEF is confidentiality, integrity and replay protected.

Expected format of evidence:

Evidence suitable for the interface, e.g., evidence can be presented in the form of screenshot/screen-capture or pcap traces.
4.2.3.2.5
Logging access to personal data
There are no AAnF-specific additions to clause 4.2.3.2.5 of TS 33.117 [2].
4.2.3.3
Protecting availability and integrity
There are no AAnF-specific additions to clause 4.2.3.3 of TS 33.117 [2].
4.2.3.4
Authentication and authorization 
There are no AAnF-specific additions to clause 4.2.3.4 of TS 33.117 [2].
4.2.3.5
Protecting sessions 
There are no AAnF-specific additions to clause 4.2.3.5 of TS 33.117 [2].
4.2.3.6
Logging 
There are no AAnF-specific additions to clause 4.2.3.6 of TS 33.117 [2].
*** END of CHANGES ***

